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What is Bitcoin and what will it become? To believers, it’s the future of money, privacy and payments, the end of greedy banks and the fall of government fiat currencies. To critics, it’s an elaborate scam, the currency of cyber villains, a threat to sovereign states. To others, it’s already nothing, practically dead on arrival.[1] The power of currencies transforms individuals, smaller communities and the macroeconomics of the globe.  When new concepts for currencies are introduced, it develops an alteration in the liquidity of buying and spending power.  The introduction of Bitcoin is one of the opportunities and challenges that has currently been placed into the economic system.  This open source format of currency exchange uses technology and the Internet in what is referred to as a payment network and new system of monetary exchange.  The approach works as a liaison to the current system, offering an alteration to the economics that now exist.  While Bitcoins is designed to offer more interest to the general public, it is also tilting the economic powers of the current monetary exchange. Bitcoin is the first practical solution to a longstanding problem of establishing trust between otherwise unrelated parties over an untrusted network like the Internet. The practical consequence of solving this problem is that Bitcoin gives us, for the first time, a way for one Internet user to transfer a unique piece of digital property to another Internet user, such that the transfer is guaranteed to be safe and secure, everyone knows that the transfer has taken place, and nobody can challenge the legitimacy of the transfer. The consequences of this breakthrough are hard to overstate.[2] The system of "Bitcoin" redefines a number of economic theories, e.g. the efficient-market hypothesis, which states the market has to bring prices to their real value. The anonymity of the Bitcoin system prevents the state to control financial flows, including international ones. In fact, all these are exchanged through a distributed network of trust that does not require or rely upon a central intermediary like a bank or broker. And all in a way where only the owner of an asset can send it, only the intended recipient can receive it, the asset can only exist in one place at a time, and everyone can validate transactions and ownership of all assets anytime they want. In addition, there is no mandatory commission and Bitcoin is the first Internetwide payment system where transactions either happen with no fees or very low fees.

This thesis focuses on analyzing and evaluating advantages and possible risks in using of this payment system and offers us to review the economic and technological relationship that is created through Bitcoin and understand the way in which the concept of Bitcoin is transforming currencies. 

 

[1] Kim Lachance Shandrow, “What Is the Future of Bitcoin?,” The Entrepreneur Media, Inc., June 25, 2015, accessed August 28, 2015,  http://www.entrepreneur.com/video/246179.

[2] Marc Andreessen, «Why Bitcoin Matters" The New York Times, 21 January 2014 , [journal on-line]; available from http://dealbook.nytimes.com/2014/01/21/why-bitcoin-matters/; Internet; accessed 27 August 2015.

1.3 Coding and Technical Details
 

The central technical specification is with the coin transactions and the way in which these are processed and stored.  Each enters into a node, which becomes a block chain.  These are then introduced into a Merkle Tree.  The merkle root is stored in a block header, specifically combined with hashes, or online transactions.  While many believe that the transactions are occurring from wallets, the internal coding is processing it through transactions.  These transactions are based on input and output signals that are able to provide multiple pieces of code information based on the coin transfers made (see Image 3). 

 

 

 

 

 

The input and output further their capacity with transaction identifiers (TXID), specifically created through a code that identifies the signed transactions[1]. 

 

The network and block chain also uses technical specifications to create the chains and interlinks the transactions that take place, specifically changing the transactions into what is referred to as proof of work.  Cryptographic hashes are created through a block header, which contains a specific value, such as 2 (256) - 1.  This value differs from any other value, making each hash and block unique by number.  The blocks are assumed by linear probability, meaning block chains and networks will reach a target threshold in value, then move to a new value.  Not reversing these symbols and procedures and creating linear values stops coins from being reversed by those who are dishonest within the system.  The hashes are also noted to increase in proportions, specifically which estimates the values that are integrated into the system.  When reaching a target threshold, the value alters into a new linear value and an alternative block header.  To further this, blocks are defined by height and numbers.  When these reach a certain threshold, they fork, creating differing values from the transactions that have occurred (see Image 4).[2]
 

 

 

 

 

For the blocks to be created, a minimum of one transaction must be made, developing a generational transaction.  The transactions are encoded into blocks in binary raw transaction format, creating a hash known as the transaction identifier (TXID).  To complete a transaction, Bitcoin has created what is known as an elliptic curve digital signature algorithm (ECDSA).  When making a transaction, a unique, identification private key, holding 256 bits of data, is provided.  This is random data, created from a linear algorithm that cannot be repeated.  Public keys created with TXID are also offered, using an algorithm that can be repeated, with the algorithm written as Pubkey script: OP_DUP OP_HASH160 <PubKeyHash> OP_EQUALVERIFY OP_CHECKSIG

Signature script: <sig> <pubkey> .  Encoded strings include an address verification number and error detection as well as QR coding.  Data parameters to complete a transaction, also known as scriptSigs, are defined on completion of a transaction.  The data complied for the complete transaction is inclusive of the public key script and ECDSA cryptographic formula (see Image 5), specifically for privacy and security.[3] 

 

 

 

 

 

A component created with Bitcoin is with the use of timing.  A transaction cannot be completed immediately, but instead is entered into a locktime sequencing series, specifically to verify the transactions and to create the blocks from the coins used.  Source code is used to immediately create a locktime after a transaction is made.  When this expires a gate to the input is opened, releasing the data and algorithms for the purchase and signature.  Blocks are created, in turn, at specific intervals, causing the data to move in linear form through the transactions made while maintaining a specific pace with the data entered.  To maintain this lock system, the code of 0xffffffff is entered.  It can be unlocked for an immediate purchase by inputting the sequence number below the maximum, causing the data to fork into the main chain[4]. 

The payment processing with transactions is another essential foundation of the Bitcoin format.  A payment protocol is used to develop peer to peer transactions and to stop any hacking which may occur.  The protocol SSL encryption for verification of those making transactions.  Spenders use a common name description with a X.509 certificate from receivers, all which changes the data into personalized formats for efficiency and security.  The payment protocol is also inclusive of a CGI program for the transaction to effectively confirm use (see Image 6).


 

 

(https://bitcoin.org/img/dev/en-micropayment-channel.svg)

This has extended into processing for forex, which changes the algorithm into merge avoidance.  This secures the block chain data and allows one to alter the values and investments made through the forex.  The alternative activities available allow one to experience more control over investments and payments through different forms of transactions[5].

It is important for average consumers who are interested in the alternative payment systems to understand the general principles of working with Bitcoin.

At the simplest level Bitcoin is the electronic column or journal which contains the names and balances. Consumers make transactions changing this file (see Table 1).
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When somebody sells something, the buyers’ balance reduces and the sellers’ balance increases by the same amount (see Table 2).

Dave

12,5

Alice

313

Bob

11

Carol

15,2

 

 

These numbers in the account balance don’t represent any currency, in this way the seller gives his/her product to the buyer for bigger amount in his/her balance column.  As Bitcoin avoids centralized management all participants have the copies of this account balance. Every person can see the other people’s accounts (to be precise the numbers of accounts, but not the personal data).

Synchronization in the money transactions proceeds in this way. When you want to make this operation you have to inform everybody sending the message with the number of your account, the number of recipient’s account and the amount. After this all the participants of the Bitcoin have to update their journals (see Table 3).

Transaction Message

From:    Eve (1b32…)

To:         Bob (19vk4…)

Amount  to pay  5.0

 

As a usual check Bitcoin requires certain signature to confirm the message of the account owner. This is a digital signature not handwritten (see Table 4).

Transaction Message

From:    Eve (1b32…)

To:         Bob (19vk4…)

Amount  to pay 5.0 3050625100ba51beek12ds78

9974……

 

When the new account is created, the private key is also generated and attached to this account. The key is stored in the Bitcoin wallet where digital signatures are generated.[6] The private key and the text of the transaction are placed in a special cryptographic function and the other function lets the user verify this function and its attachment to this transaction (see Scheme 1).

 

Digital signature cannot be copied and used in the future because it is unique for each transaction.

All created transactions come into one warehouse of waiting transactions and there they are sorted into the giant chain which fixes their order. The digital lottery defines the order of transactions. The participants, or miners, choose the transaction and try to solve the special assignment (proof-of-work) in order to accept the transaction by the rest of the network. [7] The miner who solves the task the first is the winner and his/her transaction will be accepted in the chain. The assignment is based on special function which is called cryptographic hash. It just mixes the input data and generates the certain number which is impossible to reverse. You can only guess it. The miners propose special numbers for this function until they get the result that complies certain requirements. They input the answer and the transaction from the mining pool and the new chain block is generated (see Scheme 2).

 

The digital lottery fixes the general consensus according to the previous transactions. To validate the needed transaction you must find the solution of the math assignment and some CPU power is required for it. It means that 1 member or the group of members cannot control the total number of users only by one voice or certain computing power. Every variant of solution is the voice for this chain. Analyzing each right answer you can the average number of attempts (nonces) miners had to try before creating a new block[8]. So you can distinguish the mostly used chain.

 

 

[1] Bitcoin.  (2015).  Bitcoin Developer Guide.  Retrieved from: https://bitcoin.org/en/developer-guide#block-chain. 

[2] Ibid.
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[5] Ibid.

[6] Jon Matonis. “Be Your Own Bank: Bitcoin Wallet for Apple”, Forbes, 26 April 2012 , [journal on-line]; available from http://www.forbes.com/sites/jonmatonis/2012/04/26/be-your-own-bank-bitcoin-wallet-for-apple/; Internet; accessed 27 August 2015.
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2.3.2 Job Relationships and Business
 

Main currencies give failures due to their binding to the gold and the dollar. The countries which have experienced a deep crisis and a high level of inflation are aware of this fact. We can give examples of them. These are Russia, Ukraine, Greece, Argentina, etc.

Now we try to cite useful and successful cases of possible Bitcoin application in such countries and even in the US.

All over Silicon Valley and around the world, many thousands of programmers are using Bitcoin as a building block for a kaleidoscope of new product and service ideas that were not possible before. And at our venture capital firm, Andreessen Horowitz, we are seeing a rapidly increasing number of outstanding entrepreneurs – not a few with highly respected track records in the financial industry – building companies on top of Bitcoin.

One immediately obvious and enormous area for Bitcoin-based innovation is international remittance. Every day, hundreds of millions of low-income people go to work in hard jobs in foreign countries to make money to send back to their families in their home countries – over $400 billion in total annually, according to the World Bank. Every day, banks and payment companies extract mind-boggling fees, up to 10 percent and sometimes even higher, to send this money.

Switching to Bitcoin, which charges no or very low fees, for these remittance payments will therefore raise the quality of life of migrant workers and their families significantly. In fact, it is hard to think of any one thing that would have a faster and more positive effect on so many people in the world’s poorest countries. Moreover, Bitcoin generally can be a powerful force to bring a much larger number of people around the world into the modern economic system. Only about 20 countries around the world have what we would consider to be fully modern banking and payment systems; the other roughly 175 have a long way to go. As a result, many people in many countries are excluded from products and services that we in the West take for granted. Even Netflix, a completely virtual service, is only available in about 40 countries. Bitcoin, as a global payment system anyone can use from anywhere at any time, can be a powerful catalyst to extend the benefits of the modern economic system to virtually everyone on the planet.

And even here in the United States, a long-recognized problem is the extremely high fees that the “unbanked” — people without conventional bank accounts – pay for even basic financial services. Bitcoin can be used to go straight at that problem, by making it easy to offer extremely low-fee services to people outside of the traditional financial system.2
If the Greek government issued a parallel digital currency, and forced banks and businesses to use it, this would boost the money supply in defiance of the policy of the European Central Bank, said Varoufakis. In addition, he predicted, the currency would provide “a source of liquidity for the governments that is outside the bond markets, which does not involve the banks and which lies outside any of the restrictions imposed by Brussels or the various troikas”.

It would create an extra call on the nation’s tax revenues, so would have to be capped. If you issued future-tax coins worth 10% of GDP, in two years’ time, you would lose a sizeable chunk of your tax bill, warned Varoufakis.

So another way of thinking about a parallel second currency is: it’s a way of borrowing from tax receipts tomorrow to fund a monetary stimulus today. Which, if you reduce it even further, is like getting a fiscal stimulus for free. If used in crisis mode, it would also allow Greece to survive, for a time, its banks being sunk by the withdrawal of ECB emergency aid.

If a parallel currency ever happens (I am writing this on Friday: anything could happen by Monday), it will dramatise one of the key arguments of anti-establishment economists like Varoufakis: that states – not markets – create money.[1]

Joaquin Fenoy, the company’s 36-year-old chief technology officer (CTO), believes that installing the machine might help Greeks during the crisis.  After the implementation of capital controls, Greek citizens are able to withdraw only 60 euros per banking account. But this doesn’t apply to bitcoin.

“It is a system that cannot be controlled,” noted Bitchain CTO Joaquin Fenoy at the inauguration event.

“People are not limited, here” he added. In fact, as he was speaking, a young man was able to withdraw 120 euros from his bitcoin wallet, which is double the amount Greeks are allowed to withdraw from banks on a daily basis.

The crypto currency might be helpful especially to the young entrepreneurs who cannot fulfill payments abroad because of the recent limitations.[2]
Joaquin Fenoy frames building an international bitcoin ATM network as a way to help people easily move money around the globe without paying the high fees of traditional money transferring services.

“It’s very good for people in the Third World, who are now dependent on Western Union and services like that,” he says. “Someone in one part of the world could put in money, and a family member could take it out in Africa, for example. That is one of the objectives: remittances.”

In Greece’s case, worried relatives in London could buy bitcoins and transfer them to the digital wallet of a family member in Athens, who could then withdraw the bitcoins as euros from Bitchain’s ATM. Similarly, tourists could also buy bitcoins with dollars in New York and then take them out of a Barcelona bitcoin ATM in euros.

Bitchain ATMs charge a 4% commission on transactions, a bit below the worldwide average of 5.61%, according to industry site Coin ATM Radar; the ATM in Athens will offer a zero commission rate to start. Fenoy says that for someone exchanging currencies, that 4% commission represents an 80 to 85% savings when compared with a physical moneychanger.

Sending money the old-fashioned way is certainly more expensive: On a transfer from the U.S. to Greece, Western Union takes a cut on the conversion (€1,000 would cost $1,180 from Western Union, compared with $1,120 at the current exchange rate) and charges $81 on top of that to put the transfer on a credit card and deliver it immediately.[3]
According to its high potential, this system has powerful perspectives not only to compete successfully, and to change the existing rules of the market.

 

 

[1] Paul Mason, “Can a Bitcoin-style virtual currency solve the Greek financial crisis?", The Guardian, 22 February 2015; available from http://www.theguardian.com/commentisfree/2015/feb/22/can-a-parallel-digital-currency-solve-the-greek-financial-crisis; accessed 28 August 2015.

[2] Ioanna Zikakou, “First Bitcoin ATM in Greece Promises Limitless Transactions Amidst Capital Controls", Greek Reporter, 12 July 2015; available from http://greece.greekreporter.com/2015/07/12/first-bitcoin-atm-in-greece-promises-limitless-transactions-amidst-capital-controls/; accessed 28 August 2015.

[3] Ian Mount, “Bitcoin: Greece's new euro workaround?", Time Inc. Network, 10 July 2015; available from http://fortune.com/2015/07/10/greece-bitcoin-bitchain/; Internet; accessed 28 August 2015.

2.3.4 Legal Considerations
 

Money is one of the main state control-levers, that’s why many governmental bodies are making attempts to ban or discredit Bitcoin, or to bind it to the present financial and economic system. However it is rather difficult to do because in fact Bitcoin is equivalent to zero, its quotation is formed exclusively by the supply and demand balance and this system is insufficiently explored. As soon as Bitcoin spreads around the world to be able to threaten and change the existing economic system the financial and political authorities will do everything to less the advantages of the new payment system. Although the new cryptocurrency is opposed in many countries, we have examples of accepting bitcoins.

Let’s cite some facts about countries’ attitude to Bitcoin.

Last November, the U.S. Senate dove head-first into the world of Bitcoin, prompted by Security and Governmental Affairs Committee Chairman Tom Carper, a Democratic senator from Delaware who has become very interested in the digital coin. Representatives from law enforcement and financial agencies told the Senate that they weren’t too worried about Bitcoin. The fact that U.S. officials weren’t going after Bitcoin like pitchfork-wielding villagers after Frankenstein reassured Bitcoin speculators, who rocketed its value from $200 to $1200. Now that the U.S. government’s position on Bitcoin is relatively certain, Sen. Carper wants to know what the rest of the world thinks. His committee tasked the Law Library of Congress with surveying over 40 countries for their official stance on Bitcoin and whether Bitcoin is actually in use.

“Of those countries surveyed, only a very few, notably China and Brazil, have specific regulations applicable to bitcoin use,” according to the report. “There is widespread concern about the Bitcoin system’s possible impact on national currencies, its potential for criminal misuse, and the implications of its use for taxation. Overall, the findings of this report reveal that the debate over how to deal with this new virtual currency is still in its infancy.” Sen. Carper says, “In fact, the United States might be leading the way for a number of nations when it comes to addressing this growing technology. While there is no consistent or clear definition or treatment of digital currencies throughout the world, this report underscores that Bitcoin and other virtual currencies are present and growing in major economies, supporting the call for increased global cooperation.”[1]
The US Securities and Exchange Commission (SEC) hasn’t issued solid regulations on virtual currencies, but its Office of Investor Education and Advocacy published an investor alert to warn people about fraudulent investment schemes involving bitcoin. In particular, it warned of Ponzi schemes, after charging Texas resident Trendon T Shavers (aka ‘pirateat40’), founder and operator of Bitcoin Savings and Trust, with allegedly raising 700,000 bitcoins by promising investors up to 7% weekly interest.

What is the industry doing? The industry has responded to growing regulator concerns in several ways. Several companies created a committee to form a self-regulatory body called DATA, designed to encourage open conversation with regulators.

The Bitcoin Foundation formed committees to offer legal guidance, steer policy, and liaise with regulators.

Exchanges have been attempting to secure MTB licenses at the state and federal levels, and some have avoided doing business with US customers until this is resolved.[2]
The following is the List of Countries that have Banned Bitcoin.

Thailand - The Thai treasure banned bitcoin outright.

China - The Chinese treasure enacted policies on bitcoin that pretty much restricted the use of the virtual currency.

Taiwan – The country’s Financial Supervisory Commission (FSC) blocked efforts to install Bitcoin ATMs in the country and restricted its use as an alternate currency.

India – The Indian’s central bank published a lengthy document against the use of bitcoin. If the country is not accepted by the central banking system, it’s pretty much useless.

Germany – The German government and central bank Bundesbank formally accepted bitcoin as a private virtual currency but not as a public currency.

Bolivia – The developing country claims bitcoin was created by the United States government to wage financial warfare on other countries!

Russia – The Russian Prosecutor General’s Office says ”Systems for anonymous payments and cyber currencies that have gained considerable circulation — including the most well-known, Bitcoin — are money substitutes and cannot be used by individuals or legal entities. «We will be adding and deleting countries as we go along![3]  But on July 14th, 2015 the President of Russia supposed using cryptocurrency as a form of payment in some areas in the youth forum of IT-specialists despite of fundamental problems with the wide usage of cryptocurrency nowadays.[4]
The FBI reports that this system is also used for illegal payments. Drug trades on a single deep web drugs market, Silk Road, child pornography[5], and weapons[6] are also available on black market sites that sell in bitcoin. Several deep web black markets have been shut by authorities. In October 2013 Silk Road was shut down by U.S. law enforcement[7].
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