< Charles 4.6.4 - Session 1 *

File Edit View Proxy Tools Window Help

»w @ L a® 2CVv ¥ @

Structure  Sequence Overview Symmary Chart
2 Copy URL Name Value
WA OmerH https://rms.kufar.b
Copy URLs o Ds//MMSKIaArhy
Path /
Save All... Notes SSL Proxying not enabled for this host. Enable in the Proxy Menu, SSL Proxying Settings
Export Session... Protocols HTTP/1.1
Find In... =l Requests :
Completed 1
Repeat Incomplete 0
R t Ad J Failed 0
epeat Advanced... — 0
Compose DNS 1
Validate Connects 1
Publish Gist TLS Handshakes 1
R Kept Alive 0
= Timing
>
PRIEEY Start 2023-07-02 11:45:07
Expand All End 2023-07-02 11:45:22
Collapse All Timespan 1527 s
Requests / sec 0.07
[ v Focus I [# Duration 1527 s
Ignore B DNS 48 ms
[# Connect 42 ms
Clear # TLS Handshake 124 ms
Clear Oth Latency 0ms
SarOthet> @ Speed 377 KB/s
Scrin = [# Request Speed -
: ¥ Response Speed -
Enable SSL Proxying = Size
. [ Requests 3522 KB
Breakpoints Responses 2235KB
No Caching # Combined 57.57 KB
Block Cookies Compression -
Block List
Allow List
Client Process
Filter: | =
S— Map Remote...
POST https://accou Map Local

NOACHEHMUE: BbibpaH $OKyC KOHKPETHOrO caMnTa. -
2.



Edit Vi Xy Sls Window  He

v a8 #Cv @Y

Structure  Sequence Querview Contents Summary Chart Notes
B & httpsy//mtalkgoogle.com
* Name Va!ue( .
URL hitps//mtalkgoogle.com
tatus Sending request body...
Notes SSL Proxying not enabled for this host enable in Proxy Settings, SSL locations
Response Code 200 Connection established
Protocol HTTP/11
= TS TLsvi2
i Protocol TLSVI2 | \Map Remote Settings %
* SessionResumed -
" (\‘LPP'S’ Sum - Modify the request location to map one remote location to another.
Client Certificates [ Enable Map Remotd MAP REMOTE
Server Certificates -
* Extensions From To
Method https://www.w3schools.com/ https://rabota.by/?hhtmFrom=main
Kept Alive
Content-Type
Client Address 12700
Remote Address mtalkgo
Tags -
 Connection
 WebSockets -
Add
= Timing
Request Start Time ~ 2023-07-
Request End Thwe: = Import Export oK Cancel Help

Response Start Time -
Response End Time -
Duration 206 ms
DNS 51ms
Connect 99 ms
TLS Handshake -
Request

Response -
Latency -
Speed 245 K8/s
Request Speed ~
Response Speed

| = Siva

Filter:

C O & w3schools.com

Couckarenam

R rabota.by Momows Coz e Boiti

Pa6ora Hanpgérca ana Kaxxgoro

A vy coTpyaHuka

3arpya HocTynmo ™ e B
o l;;;;;g;o"re > C:;glenPlay AppGallery

NOACHEHUE: CpenaHo nepeHanpaBneHue cnocobom Map Remote c caunTa
https://www.w3schools.com/ Ha caiT https://rabota.by/?hhtmFrom=main &%
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https://www.w3schools.com/
https://rabota.by/?hhtmFrom=main

»  Kax TecTupos arle » Charles Proxy ans tecpor X |+ QA113.Lesson 15 - YouTul X Kydap & Moswipe — kpyni: X

X O @ ozby

@ kufar = Kareropuu UckaTk ToBaps! Q 9 Mossips + Mopats o6wABneHue h=4 Boith

MonynsapHble KaTeropumn

OHnaitH-6poHupoeanue

[ Hepsuxumocts @ Xob6m, cnopr v Typuam S Kewckuit rapaepod [ Tenedombi v nnaHwetsl [ KomnbiotepHas Texk Bpowmpy#Te KeapTupy
Ha Kydape oHnaitH
> AsTo W TpaHcnopT %9 Bcé ans feTet u Mam % XKusoTHbIE Qs Cap v oropoa [E Bbitosan Texuuka >
A, PeMoHT M cTpoilka & Mebenb & Bce pns poma (2] 3nexTpoHuKa 7 Myxckoit rapaepot m
Bpems
3anyckarb T Pa6ota Ha Kydape
KoTos! B HoBble ¢ Wwwre pasory,
MEopTIpSY HaHWUMaliTe COTPYAHNKOB! 2 L
- | > oY ! ‘”J’)
N e
L] gt
Uea Bce 06baBneHus B Mosbipe
Moxosuswe | CHavana gewesne 41 CHauvana gopoxe Es
Tosapei ot Kydap MapkeTa
MokynaiiTe HOBbIE TOBapbI, KaK B
0BbIYHOM MHTEPHET-MarasuHe
ﬁ kufar market
& CoxpaHuTb NoMcK
Mokazats 40 Thic. o6bABNEHMIA
Rewrite Settings X

Modify requests and responses as Name: fTesﬂ \
they pass through Charle :

Location

‘ Enable Rewrite https://oz.by/

[] Debug in Error Log

Add Remove
Type Action
URL https://oz.by/ -> https://www.kufar.by/l/r~mozyr
Add Remove
Import Export
Add Remove Up Down
Cancel Help

NOACHEHUE: CpenaHo nepeHanpaBneHne cnocobom Rewrite ¢ canTa
https://oz.by/ Ha caiiT https://www.kufar.by/I/r~mozyr F+H

4.


https://www.kufar.by/l/r~mozyr

~ Rewrite Settings X

Modify requests and responses as Name: ]TestZ
they pass through Charle
. Location
Enable Rewrite http://users.bugred.ru/
[_| Debug in Error Log
| [ Testl
Add Remove
g Action
200 OK -> 500 Unknown Server Error
Add Remove
Import Export
; Add Remove Up Down

7 Cancel Help




< Charles 4.6.4 - Session 1 *
File Edit View Proxy Tools Window Help

»“wW @ L me P2CVv @¥XE

Structure  Sequence Overview Contents Summary Chart Notes

= & http://users.bugred.ru Name Value
- n e URL http://users.bugred.ru/
h'(tz:‘//safebi,owsinge google.com S SOHHE
? 5 A M Rewrite Tool: status changed to "500 Unknown Server Error *
https://apls.reasonsecurlty.com Responss Cote I 500 LINKnoWn S orver Eifor I
https://cdnjns.cIOHdelare.com Protacal TITTe/ 71
https://cdn,jsdelivr.net = TLS R

https://use.fontawesome.com
https://fonts.googleapis.com
https://fonts.gstatic.com
https://clients4.google.com

Protocol 2
Session Resumed -
[# Cipher Suite z

L <
N TS

# ALPN &
Client Certificates %
Server Certificates -
[# Extensions
Method GET
Kept Alive No
Content-Type text/html; charset=UTF-8
Client Address 127.0.0.1:58847
Remote Address users.bugred.ru/46.36.221.129:80
Tags Rewrite

# Connection

[# WebSockets %

= Timing
Request Start Time ~ 2023-07-02 15:24:15
Request End Time  2023-07-02 15:24:15
Response Start Time 2023-07-02 15:24:16
Response End Time  2023-07-02 15:24:16

Duration 459 ms
DNS 7ms
Connect 166 ms
TLS Handshake -
Request 1ms
Response 2ms
Latency 283 ms
Speed 1348 KB/s
Request Speed 604.49 KB/s
Filter: | ‘ Response Speed 2.73 MB/s
> = Qiva

MOACHEHMUE: C nomoubio Rewrite 6b11 n3meHéH ctaTyc ko ¢ 200 Ha 500 -

5.



I, Throttle Settings

Enable Throttling

Only for selected hosts

Laocation

https://www.kufar.by

Add Remove
Throttle preset: 3G
Downloaa Upload
Bandwidth (kbps): 4096 | |1024
Utilisation (%): 1100 ' 1100
Round-trip latency (ms): 120 |
MTU (bytes): 576 |
Reliability (%): 100 |
Stability (%): 1100 y
Unstable quality range (%): |100 ‘ ‘ 100 ‘
Add Preset Remove Preset
Import Export [T] Cancel Help




< Charles 4.6.4 - Session 1 *
File Edit Vjew VPrqu 7Too|s Window Help

v eiae 2Cv @Y

Structure  Sequence Overview Suymmary Chart
Rl ttps.//rms kufar.by Name Value
B % Other Hosts Host https://rms.kufar.by
Path /
Notes SSL Proxying not enabled for this host. Enable in the Proxy Menu, SSL Proxying Settings
Protocols HTTP/1.1
I=I Requests 1
Completed 1
Incomplete 0
Failed 0
Blocked 0
DNS 1
Connects 1
TLS Handshakes 1
Kept Alive 0
= Timing
Start 2023-07-02 11:45:07
End 2023-07-02 11:45:22
Timespan 1527 s
Reguests /sec 007 -
I [# Duration 1527 s }*_ 3G
# DNS 48 ms
# Connect 42 ms
# TLS Handshake 124 ms
[# Latency 0ms
# Speed 3.77 KB/s
[# Request Speed -
[# Response Speed -
1= Size
# Requests 35.22KB
[+ Responses 22.35KB
# Combined 57.57 KB
Compression =
Filter:

NOACHEHMUE: C nomowpbto dpyHKummM Throttling BbibpaHa CKOPOCTb MHTEPHETA NpPU
3G nogKnYeHnn n 3aPpUKCMpPoOBaAHO BPeEMA 3arpy3Ku camTa. -

6.



¥ Charles 4.6.4 - Session 1 *

File Edit View Proxy Tools Window Help

Y @~ ‘a @ 2Cv @ X &

Structure  Sequence Overview Summary Chart
Host https://rms.ki
Path g/ ®:
Notes SSL Proxying
Protocols HTTP/1.1 Only for selected hosts
[= Requests 1
Completed 1
Incomplete 0 [ https://www.kufar.by
Failed 0
Blocked 0
DNS 1
Connects 1
TLS Handshakes 1 Add Remove
Kept Alive 0
[= Timing
Start 2023-07-02 1 Throttle preset: v
tnd 20230708 Download Upload
Timespan 1527s
Requests /sec 0,07 Bandwidth (kbps): 16384 | 8192 |
Durstion 12ts Utilisation (%): 100 | [100 |
B DNS 48 ms s |
Connect 42 ms Round-trip latency (ms): [80 ‘
& TLS Handshake 124 ms MTU (bytes): [5767‘
Latency 0ms e —
@ Speed 377KB/s | Reliability (%): [100 |
# Request Speed - - —_—_———
Response Speed - Stability(%); [100 ‘
= Size Unstable quality range (%): I1OO \ ‘100 ‘
Requests 3522 KB E
Responses 22.35KB Add Preset Remove Preset
Combined 57.57 KB
Compression = Import Export Cancel Help
Filter: |

< Charles 4.6.4 - Session 1*
File Edit View Proxy Tools Window Help

Overview Symmary Chart

Name Value
Host https://rms.kufar.by
Path /
Notes SSL Proxying not enabled for this host. Enable in the Proxy Menu, SSL Proxying Settings
Protocols HTTP/1.1
I=I Requests 1
Completed 1
Incomplete 0
Failed 0
Blocked 0
DNS 0
Connects 1
TLS Handshakes 1
Kept Alive 0
= Timing
Start 2023-07-02 11:47:31
End 2023-07-02 11:47:33
Timespan 221s

gsi

£3)
Connect 42 ms
TLS Handshake 50 ms
Latency 0ms
B Speed 11.94 KB/s
Request Speed -
[# Response Speed -

1= Size
# Requests 23.50 KB
Responses 2.84KB
# Combined 26.33 KB

Compression =

Filter:




NOACHEHMUE: C nomowbto pyHKUnmM Throttling BbibpaHa cKOpPOCTb MHTEPHETA NpPWU
4G NoAKNOYEeHMN N 3adUMKCUPOBAHO BPEMSA 3arpy3Ku canTa. +++

7.



¥ Charles 4.6.4 - Session 1 *

File Edit View Proxy Tools Window Help

% @ i a e

PCVv X @

Structure - Sequence
% https://api.kufar.by

Filter:

< Charles 4.6.4 - Session 1*

File Edit View Proxy Tools Window Help

|: Throttle Settings I

Enable Throttling

Only for selected hosts

Location
I https://www.kufar.by I

Add Remove

Throttle preset:

Bandwidth (kbps):
Utilisation (%):
Round-trip latency (ms):
MTU (bytes):

Reliability (%):

Stability (%):

Unstable quality range (%):

Import Export

Download Upload
|76 | 336 |
o IG \
250
576 |
fo ]
w |
00 [0 |
Add Preset  Remove Preset
[ok ] cancer Help

T ——

v @i e 2 cC

v X @

Structure Sequence

Overview Suymmary Chart

SSL Proxying not enabled for this host. Enable in the Proxy Menu, SSL Proxying Settings

e 56 kb ps

Filter: |

Compression

Name Value
Host https://rms.kufar.by
Path /
Notes
Protocols HTTP/1.1
=l Requests 2
Completed 1
Incomplete 1
Failed 0
Blocked 0
DNS 0
Connects 2
TLS Handshakes 1
Kept Alive 0
= Timing
Start 2023-07-02 11:49:17
End 2023-07-02 11:49:23
Timespan 587s
Requests /sec 017
l Duration 5.96 s F—
DNS -
Connect 163 ms
TLS Handshake 68 ms
Latency 0ms
B Speed 4.50 KB/s
Request Speed -
Response Speed -
1= Size
[# Requests 23.97 KB
Responses 2.81KB
Combined 26.79 KB




NOACHEHMUE: C nomowbto pyHKUMM Throttling BbibpaHa cKOPOCTb MHTEPHETA NpwU
nogKkntouveHnm 56 kbps 1 3adpunKkcnpoBaHo Bpemsa 3arpyskm canTa. -

8.

Fi v Tools Window Help
v @2 ae 2Cv &Y
Structure Sequence Overview Summary Chart
E2EM https://rms.kufar.by Name Value
[# % Other Hosts z
Host hittps//mmskiig 2 Throttle Settings X
Path /
Notes SSL Proxying nc ng
Protocols HTTP/1.1
= Requests 2 Only for selected hosts
Completed 2
Incomplete 0 Location
Failed 0 https://www.kufar.by
Blocked 0
DNS 0
Connects 2
TLS Handshakes 2
Kept Alive 0 Add Remove
[= Timing
Start 2023-07-02 114
End 2023-07-02 114 qptie preset: I QA-113-without internet I v
Timespan Tmi5s
Requests / sec 0.03 Download Upload
# Duration 12865 Bandwidth (kbps): I |0 0 l
# DNS ® S
& Connect 163 ms Utilisation (%): 100 100
B TLS Handshake 182 ms Round-trip latency (ms): 80
[# Latency 0ms
# Speed 439 KB/s MTU (bytes): 576
[ RequestSpeed - Reliability (%): 100
[# Response Speed -
= Size Stability (%): 100
[# Requests 34.00 KB 5
Unstable quality range (%): 100 100
[# Responses 22.50KB quality;ranqe/ (e}
# Combined 56.50 KB Remove Preset
Compression =
Import Export Cancel Help
Filter:

pesoaunk X | ' KypcTecrvposamse | X | » KaktecrupoamsBCI X |+ CharlesProyanmtec X | » CharlesProxyamatec X | www kufarby

X O @ kufarby//r

=

He yaaetca nonyunTb focTyn K canty

MpeBLILieHo Bpems OXUAaHUA OTBeTa O Caiita www.kufar.by.

Monpo6yiite caenats Creayro

« TposepsTe NoAKMoUeHHe K Uief

® [poBepbTe HaCTPOMKM MPOKCH-Cef

* Boinon

uTe Avar

ocTiKy ceTn 8 Windov

Mepesarpyante Caenennn

NOACHEHUE: C nomowbto ¢yHKumm Throttling cmogennpoBaHo OTKAKOYEHME
MHTEPHETA M YKa3aHo, YTO NPK 3TOM OTObparKaeTca Ha aKpaHe. -



< Block List Settings 5.4

Block requests to selected locations.

Enable Block List

Blocking actiorf Return 403 response v
Location
- http://users.bugred.ru/
n
? |
Ic |
\
: Add Remove
A
7 Import Export Cancel Help
-7 1574876

users.bugred.ru

Charles Error Report

Access forbidden

Charles denied access to this resource

ither block-listed or not allow-listed. Check your Block List and Allow List tool configurations

The actual exception reported was. 2 Charles 464 - Session 1* = o X
com.xk72.proxy . ProxyDenyException: Blocked GET http://USP™i@l file Edit View Prowy Tools Window Help
Charles Proxy, hitps /Avuny charlesproxy.com/ ~ -ae 2CV ¥ @

Structure  Sequence Overview Contents Summary Chart Notes
= @ hitp//usersbugred.ru Name Value
ol

P http://users.bugred.ru/ a
o favicon.ico
Status Blocked
© 404
@ Hine _ 3 Failure =W Riia//users.bugred.ru/ - retumed error response
tps://apis reasonsecurity.com Response o 403 Forbidden
# # https;//safebrowsing.googleapis.com Protocol —
# # https//www.youtube.com =] ‘l’:.osocc .
@ # https//cdnjsdelivr.net & Protocol "
# # https//cdnjs.cloudflare.com
g 2 # Session Resumed &
¥ 4 https//fonts.googleapis.com
# Cipher Suite %
# 4 https;//use fontawesome.com % ALPN 5
# # https//clients4.google.com -
B & hitps//playzioogle coim Client Certificates
allsends o Server Certificates -
& # https//www.google.com =
# # https//update.googleapis.com A
i el s o o Method GET
Kept Alive No
Content-Type text/html;charset=1SO-8859-1
Client Address 127.0.0.1:58923
Remote Address =
Tags Block List
# Connection

¥ WebSockets

= Timing
Request Start Time ~ 2023-07-02 15:2%:14
Request End Time 2
Response Start Time -
Response End Time  2023-07-02 15:29:14
Duration 3ms
DNS =

NOACHEHMUE: C nomouwbto pyHKUMM Block List 6b1n noameHEH cTaTyc Koa Ha 403.
Ha aKkpaHe oTobparkaeTcs npuymnHa. -

10.



2 IMap Local Settings L X

Use local files to serve remote Lons.

Enable Map Local

mn
[ https://www.google.ru/ C:\Users\ALENA\Desktop\image.jpg
Add Remove
Import Export . (0].¢ ] Cancel Help

B3 Google Mepesoaunk X | » KypcTecwposamwe | X | » CharesProxyanstec X | » QA113.lesson15-Y X  » KaktecposatesCl X | @ Users X @ wwwgooglesu (600+ X

€ 2> C 0O @ googleru @ »

NOACHEHUE: C nomowbio ¢yHKUMKM Map Local npousBenacb 3ameHa
n3obparkeHuna sKkpaHa. +++

11.



¢ Charles 46.4 - Breakpoints - 8 X
| File Edit View Proxy Tools Window Help

|y @2 a0 2Cv & %@
Session 1 * Breakpoints
Overview Request Edit Response
method GET
authority glaza.info
:scheme htps
path /
cache-control max-age=0
sec-ch-ua "NotA/Brand”
sec-ch-ua-mobile 70
sec-ch-ua-platform “Windows™
upgrade-insecure-requests 1
user-agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
accept text/htm applic: I =09.image/avif, #10=08, =07
sec-fetch-site none
sec-fetch-mode navigate
sec-fetch-user 21
sec-fetch-dest document
accept-encoding gzip, deflate, br
accept-language ru-RU,u:g=09,en-USiq=0.8.enq=0.
cookie _ym_uid=1687373030356182599
cookie _ym_d=1687373030
cookie dle_user_id=15549
cookic dle_password=b27345b684166623518031cbd77dbacd
cookie dle_newpm=0
cookie _gid=GA1.2519211262.1688218112
cookie viewed_ids=80277,80334
cookie PHPSESSID=32435248e2c2a708b812dc5ecf012715
cookie _ym_isad=1
cookie _ga BI1SFLTNLH=GS1.1.1688303825.40.1688303825.0.0.0
cookie _ym_visorc=w
401777895.1687373030

Headers Cookies Raw

Cancel Abort Execute

NOACHEHUE: C nomowbto pyHKUMM Breakpoint 6bina nsmeHeHa nHpopmauma B
3aronoBKe 3anpoca. -

12.

¢ Charles 464 - Breakpoints - 8 x
| Fitle Edit View Proxy Tools Window Help

|y @2lmj0 7Cv & %@

Session1* Breakpoints

Overview Request Edit Response

Host v
Connection keep-alive
Cache-Control max-age=0
sec-ch-ua "NotA/Brand"y
sec-ch-ua-mobile 20
sec-ch-ua-platform "Windows"
Upgrade-Insecure-Requests 1
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.0.0 Safari/537.36
Accept text/html,appl i 4/%q=0.8,appl 19=0.7
Sec-Fetch-Site cross-site
Sec-Fetch-Mode navigate
Sec-Fetch-User 71
Sec-Fetch-Dest document
Referer https//www.google.com/
Accept-Encoding gzip, deflate, br
Accept-Language ru-RUsu,q=09,en-US:q=0.8.enq=0.7,pl,0=06
Cookie 2 82-4758-a3e1-9c! ; Settings[ft split ity.]=Q3FrZQ%3D%3D.F0QCA2YACWQBGEZYR1SLETAARTUCBQSFhgZF xoKFQERCOtNEGIGBFRVWEIKZIWF ARKWN

Headers Query String Cookies Raw

Cancel Abort Execute

NOACHEHUE: C nomouwbto pyHKUMM Breakpoint gaH HoBbIM 3anpoc. -
13.



¢ Charles 4.6.4 - Session 1 *
File Edit View Proxy Tools Window Help

Y @m0 PCV it XS

Structure  Sequence Overview (Contents Summary Chart Notes
£ https://www.youtube.com Name Value

% https://clients4.google.com URL https://www.2vek.by/
4 https;//mcyandex.ru Status amnlete

% https://top-fwz1.mail.ru
500 test
= & https://www.21vek by Response ng_e__' —
- oLUl .
: isers E TLS TLSv1.2 (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256)
Protocol TLSv1.2
E3 <unknown> -
= mindbox-services-worker,js?messagingSend: e e Y
g I3t Cipher Suite TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
D https://api.mindbox.ru s )

@ https://personalization-web-stable.mindbox.ru
% https://kite. kmartsa.com

@ https://21vek.it-symphony.com

# https://clickserve.dartsearch.net

Client Certificates E
Server Certificates 3
Extensions

@ https://dgcontent.go2cloud.org Methoq GE
4 https;//ch21vekby KepEitine NE.. .
# https://apm.21vek.by:8200 antent-Type e ban U
P Client Address 127.0.0.1:57275

; Remote Address www.21vek.by/178.163‘236.92:443
[+ @ http://www.gstatic.com Tag BN

% https://safebrowsing.googleapis.com
https://i.ytimg.com
https://stream.renta.im

[# Connection
WebSockets =

https://www.google-analytics.com o Timing
hup ://,M . 9 gl b e Request Start Time ~ 2023-07-02 16:27:35
o g Request End Time  2023-07-02 16:227:58

FEEEEBEE
NI SIS

https://analytics.google.com
# D https://ev.stellarlabs.ai
5] @ https://gate.2 1vek.by

Response Start Time 2023-07-02 16:27:58
Response End Time 2023-07-02 16:27:59

#

Durati 643 ms
# https://apis.reasonsecurity.com Hranch
e DNS 118 ms
# # https://analytics.tiktok.com
Connect 45 ms
(D https;//statad.ru
3 TLS Handshake 42 ms
4 https://cdn01.stellarlabs.ai —— Oifiis
#  # https://jnn-pa.googleapis.com &
# https://fonts.gstatic.com Response 26Hms
B 2 ' Latency 174 ms
Speed 132.68 KB/s
Request Speed 0B/s
1 — > Response Speed 306.52 KB/s
Filter: | =St=e
[+ Remiiact 4.39 KR (4.497 hvtes)
GET https://21vek.it om/chat/widget/servi ker.js
© Charles 4.6.4 - Breakpoints - o X

File Edit View Proxy Tools Window Help

y @-w0 JCVv aX®

Overview Request Edit Response

SErver open

date: Sun, 02 Jul 2023 13:31:48 GMT

content-type: text/html; charset=UTF-8§

transfer-encoding: chunked

vary: Accept-Encoding

set-cookie: 21vek=855278ab-ad8a-4758-a3e1-9c513348b314; expires=Mon, 01-Jul-2024 13:31:48 GMT; Max-Age=31536000; path=/; domain=21vek by; HttpOnly
set-cookie: Settings[u_source]=Q3FIZQ%3D%3D DCOQ%3D; expires=Tue, 02-Jul-2024 12:31:48 GMT; Max-Age=31622400; path=/; domain=21vek by
app: prod-al-app-server-02

content-encoding: gzip

x-n-hash: 8ad715a6-4126-4ca6-89a6-b66b3cc6i4a6

x-gate-user-id:

Headers SetCookie Text HTML

Cancel Abort Execute

POST hitps://nddsD002.comy/collect/deliver Recording | Breakpoints.



NOACHEHMUE: C nomouwbto dpyHKUMM Breakpoint 6bi1 M3MeEHEH CTaTyC KoA B OTBETE.

talon.by

14.

TANOH semapes

TanoHbl Boitu
. Charles 464 - Session 1* = o X
File Edit View Proxy Tools Window Help
N : ’ ~
om0 PFCv @ ¥ & X no Bceu
Structure  Sequence Overview Contents Symmary Chart Notes \

# httpsy//wwwyoutube.com
4 nttps//clientsd google.com
# hitpsy//top-fwzl.mail.ru
#  httpsy//meyandexru
#  httpsy//www.google.com
# httpsy/apis reasonsecurity.com
# httpsi//ogs.google.com
% httpsy//wwwgstatic.com
#. httpsy//safebrowsing google.com
4 hitps//talon.by

css
# [ bundles
& [ pwa
# [ js
3
e

B E Y

EE®

img

fonts

e/

= service-workerjs

#* logout

e/

= service-workerjs

o a

= faviconico
service-worker js

4 hittps//analyticsgoogle.com -

service-workerjs
€3 <unknown>
4 hpsy/ssl.gstatic.com

Filter:

# 4 httos//bloatalon.by Y

method GET
sauthority talonby
scheme https
path /test=Alena
cache-control max-age=0
sec-ch-ua “NotA/Brand"v="", "“Chromium";
accept text/html, |,applic
sec-ch-ua-mobile 70
upgrade-insecure-requests 1
user-agent Mozilla/5.0 (Windows NT 10.0; Win6d; x64) ApplefvebKit/537.36 (KHTML,
sec-ch-ua-platform “Windows" Hurate -
sec-fetch-site same-origin
sec-fetch-mode navigate
sec-fetch-dest empty
referer https://talon.by/ .

Headers QueryString Cookies Raw

S N
87
88 lerMenu”>
89 <li ><a href="/order">Tanomsi</a> </Ii> -
90 i = r" 1
91 <li ><a href="/services } Nnatsle ycryry ot $500<
%2 | ;
cun: korga

93 :f="/policlinics">Meayupexaennn</a></i
9% {YAETb MOXeT 6bITb

95 <li><a href="https;//synevo.talon.by/"> Aranmssi </a></i>
%
97 <li><a href ="https://leki.talon.by/">lekapcisa</a > </! 103

9% v
- . _V »
Headers SetCookie Text Hex HTML Raw
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